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C hanges are coming to airport security checkpoints 
around the world in 2008.

In the U.S., because of evolving terrorist threats, 
congressional frustration with airport screeners’ 

performance and improvements in technology, the Transpor-
tation Security Administration (TSA) plans to acquire and 
deploy equipment that can screen bottles for explosives and 
provide more revealing images of what airline passengers are 
carrying on their persons and in their bags.

While some European airports continue to outpace the U.S. 
in security technology, many Asian and African countries are 
just starting to acknowledge terrorism’s threat to aviation and 
taking the first steps to counter it.

Since the 9/11 attacks, U.S. aviation security policy has com-
bined a risk-based approach—putting limited resources where 
they are most needed—with a multilayered strategy of built-in 
redundancies such as installation of hardened cockpit doors 
and the use of federal air marshals and armed pilots to reduce 
the threat of a terrorist attack in the air.

But, according to a report by the Congressional Research 
Service—the non-partisan policy research arm of Congress— 
some critics believe the emphasis on screening passengers 
and their luggage has “left the system vulnerable to attacks 
in other areas” such as air cargo, airport access controls and 
protection against shoulder-fired surface-to-air missiles.

“Overall, the market is still growing,” says David Fisher-
ing, an analyst in the San Antonio office of the international 
research and consulting firm Frost & Sullivan. However, he 
adds, “it’s a tough market to forecast, mainly because it is so 
reactionary” to events.

TSA’s parent agency, the Homeland Security Dept., believes 
a nuclear weapon or “dirty bomb” poses the greatest terrorist 

threat to the U.S.—and it has gone so far as to create a forensic 
unit to trace the source of such a weapon. But TSA Administra-
tor Edmund (Kip) Hawley says the top terrorism threat facing 
aviation remains a conventional bomb spirited onto an airplane 
intact or assembled from smuggled on parts.

After British authorities uncovered a plot in 2006 to blow 
up transatlantic airliners with an improvised bomb meant to 
be assembled in the cabin, officials imposed severe limits on 
liquids, gels and sprays in carry-on bags. Now TSA is deploying 
200 bottle scanners, at a cost of $3.5 million, to screen liquid 
containers for explosives, and Hawley says the agency plans to 
buy 600 more in 2008 if Congress approves the funding.

Congressional directives and passenger pressure, however, 
may force the Bush administration to spend more money on 
other technologies to screen cargo on passenger aircraft and 
vet people working around aircraft. Legislation passed by Con-
gress and signed by President Bush last summer implements 
some recommendations of the bipartisan commission created 
by Congress to investigate the 9/11 attacks. One of the law’s 
provisions gives the TSA three years to come up with a way 
to screen 100% of all cargo traveling in the hold of commercial 
passenger aircraft. Originally opposed by the White House and 
TSA as unworkable, most analysts expect more government 
spending on cargo security, now that it’s mandated.

“Cargo screening will get money,” says Doron Pely, an analyst 
with Washington-based Homeland Security Research Corp., 
which predicts airport security will be among the 10 largest 
markets in the U.S. homeland security sector. HSRC forecasts 
spending in this sector will grow to $115 billion by 2011. Pely 
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Transportation Security Administration officers now scrutinize travel 
documents, a task previously handled by airline contract workers.
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says the airport market will hit $11.2 billion by then 
because much of the screening technology now in 
use is decades old and ineffective.

Even though Congress has shifted attention 
to the vulnerabilities of ports and mass transit 
operations since the Democrats took control, Pely 
thinks airports will continue to receive a large 
measure of security funding because the U.S. 
can’t afford a loss of confidence in air travel.

Penrose (Parney) Albright says the Homeland Security Dept. 
conducted a congressionally mandated study on cargo security 
around 2004 when he was deputy chief of the department’s Sci-
ence and Technology Directorate, “which showed very clearly 
you could do it.” He says the problem is not a technical issue. 
“It’s really got more to do with procedures and methods of op-
eration,” says Albright, now a managing director with Civitas 
Group, a Washington-based security investing and research 
firm. The change wouldn’t be so expensive, he notes, but freight 
consolidators will have to alter their practices.

While an increasing amount of money will follow into cargo 
screening, says Brian Ruttenbur, homeland security analyst 
with Morgan Keegan & Co., 100% screening won’t be imple-
mented because the 9/11 Commission’s report is vague on who 
is responsible for it and who will pay for equipment.

In contrast to cargo screening, most analysts think the mar-
ket for large explosives detection systems (EDS) machines like 
those manufactured by GE InVision and Smiths Detection is 
slowing down. The large machines, some the size of a minivan, 
use CT (computed tomography) technology that can take X-rays 
at different angles and reveal details not seen in an ordinary im-

age. “I think it’s pretty clear that the EDS market—at least the 
market for large EDS machines—has peaked,” says Albright. 
More than 1,100 bulk EDS machines and 6,000 explosive trace 
detection systems have been deployed in the 438 commercial 
U.S. airports, says a National Academy of Sciences report.

One reason for the slowdown, says Frost & Sullivan’s Fish-
ering, is that after 9/11, TSA bought all it needed, and now the 
money has shifted to maintenance and repair. One of the last 
big investments in checked bag screening systems is being 
made by Los Angeles International Airport, where comple-
tion projections have slipped to 2010 and costs have risen to 
$873 million.

A report by Airports Council International-North America 
(ACI-NA) estimates the approximately 3,400 U.S. airports will 
budget $87.4 billion in capital development costs through 2011, 
with between 6.6% for large hubs and 1% for non-hubs going 
to security costs. ACI-NA projects airports will spend $4.7 bil-
lion on security projects funded by FAA Airport Improvement 
Program grants, the airports themselves and TSA for in-line 
checked baggage screening systems.

In Europe, Asia and elsewhere, after years of resistance, 
aviation authorities are instituting security measures similar 
to those in the U.S., although many still question the need. 

Over the next 10 years, the British Airports Authority intends 
to replace existing screening equipment with advanced tech-
nology X-ray (ATX) machines at all seven of its airports. In 
March, the International Civil Aviation Organization (ICAO) 
recommended limits like the U.S. ones on the amounts of liq-
uids, gels and sprays allowed in carry-on bags. Slowly, airports 
from New Zealand to Iceland have begun imposing restrictions 
on carry-on liquids. But members of the European Parliament 
have asked the European Union to reconsider them.

ICAO is also establishing a risk-assessment methodology, 
similar to one by the International Air Transport Assn., which 
seeks to restore balance in government security programs and 
refocus screeners on big threats, such as explosives, rather 
than the expanded prohibited-items list.

In addition, ICAO is taking seriously the threat from shoul-
der-fired surface-to-air missiles, also known as man-portable 
air defense systems (Manpads). As well as monitoring the 
Manpads threat—more than 40 aircraft have been attacked 

The TSA is testing body-imaging technologies, like this 
L-3 Communications millimeter-wave screener, to see 
if the traveling public will accept the potentially reveal-
ing images in lieu of a physical pat-down.
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The TSA officer viewing the millimeter-wave image is in a separate 
room and can’t see the person being screened. 
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by the small missiles over the last three decades—ICAO’s 
secretary general has been tasked with developing counter-
measures.

Northrop Grumman and BAE Systems are 
nearing completion of a four-year, $121-mil-
lion Homeland Security Dept. pilot program 
to test the feasibility of mounting infrared la-
ser missile-jamming devices on commercial 
aircraft. But the department has no plans to 
acquire either countermeasures or missile-
jamming devices when testing is completed. 

Instead, in its Fiscal 2008 budget request, 
the department sought additional research 
and development money for high-altitude 
platforms or ground-based counter-Manpads 
systems as “alternative solutions to install-
ing systems on aircraft.” Congress also added 
$30 million to the 2007 Homeland Security 
appropriations bill to fund tests using pas-
senger aircraft, most likely elements of the 
civil reserve air fleet (CRAF). Until the tech-
nology proves the airborne systems viable, 
former TSA chief David Stone thinks a ground-based system 
“seems more promising” because “each airport has a different 
parameter. Some are more easily defended than others.”

The Israeli government has announced plans to install a la-
ser-based Multi-Spectral Counter Manpads System (Music) on 
its commercial aircraft. Plenty of analysts and security experts, 
though, believe counter-Manpads technology is a waste of time 
and money compared to the scope of the potential threat. ‘I 
think there are easier ways to damage an aircraft which we’re 
not yet addressing,” says Norman Shanks, an international avia-
tion security consultant and former head of security for BAA.

TSA’s Hawley has embraced the concept of a multilayered 
approach, starting with police canine units patrolling air 
terminals and parking areas while TSA screeners, known as 

Transportation Security Officers (TSOs), 
check arriving passengers’ travel docu-
ments. Other layers include installing and 
testing high-tech equipment to screen pas-
sengers and carry-on bags and training 
TSOs to observe more keenly traveler de-
meanor and behavior.

Passenger security checkpoints at most 
of the U.S.’s 450 major airports still use de-
cades-old technology: walk-through magne-
tometers and single-view X-ray machines. In 
search of an improvement, the TSA tested 
ATX equipment at Albuquerque (N.M.) 
International Airport, New York John F. 
Kennedy International Airport and Reagan 
Washington National Airport under a $1.4-
million contract with machine makers Rap-
iscan, Smiths Detection and L-3 Communi-
cations. The machines increase the scope of 

the X-ray image beyond a flat, two-dimensional image.
TSA is also testing two controversial passenger screening 

technologies at Sky Harbor International Airport in Phoenix. 
Backscatter X-ray and millimeter-wave images reveal what a 
person is wearing, or hiding, beneath his/her clothes. Millime-
ter-wave machines for the pilot program were supplied by L-3 
Communications, while American Science & Engineering and 
Rapiscan provided backscatter equipment, under a $2.3-mil-
lion contract. The agency is taking steps to protect passenger 
privacy by blurring the subject’s facial features so images are 
either less revealing or more anonymous, and ensuring that 

This small fingerprint sensor manu-
factured by Lumidigm Inc. is one of 
four devices recommended by the 
TSA for airports considering the use 
of biometrics to control worker ac-
cess to secure areas. 
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Analysts say the market for large CT luggage scanners is on 
the wane as the TSA focuses on improving screening technol-
ogy at passenger checkpoints.  
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the screener working with the passenger being scanned does 
not see the image and the viewing screener cannot see the pas-
senger. Nevertheless, both technologies concern privacy and 
civil liberties advocates—the American Civil Liberties Union 
calls backscatter screening a “virtual strip search.”

However, the TSA sees these technologies as alternatives to 
pat-downs during secondary screening, which was instituted af-
ter two Russian airliners were blown up in flight, reportedly by 
two women, believed to be Chechen 
separatists, who had concealed ex-
plosives beneath their clothes.

“If you really want to do this 
right, that’s what you’re going to 
have to do,” says Albright, the for-
mer Homeland Security Dept. of-
ficial. He says explosives detection 
is “extraordinarily, technically dif-
ficult,” noting the Pentagon has spent billions of dollars to find 
a solution. Meanwhile, backscatter X-ray or millimeter-wave 
machines are being used or tested in Britain, the Netherlands 
and Saudi Arabia, and Australia conducted tests of similar 
technology.

“The decision on whether body-imaging is a feasible and ac-
ceptable methodology for inspecting people will be answered 
in the next 12 months,” predicts Peter Kant, Rapiscan’s vice 
president for global government affairs. If the decision is affir-
mative, “then that is the one domino that needs to fall for public 
acceptance worldwide of body-imaging,” he says.

One promising effort that has lost momentum is the Reg-
istered Traveler program. For an annual fee of about $100, 
subscribers undergo a background check and submit biomet-

ric data, allowing them to bypass security lines for a fast-lane 
checkpoint. Hawley turned the program over to the private 
sector, although the government still does background checks 
for a fee. There are now at least three companies offering 
Registered Traveler services in about 20 airports. The largest 
is Clear, which has more than 75,000 members at 14 airports. 
But last year, the Homeland Security Dept. said shoe-scan-
ning technology developed by Clear partner GE Security did 

not meet minimum standards for 
detecting explosives. That set back 
plans for Clear customers to avoid 
removing their shoes at check-
points. Nonetheless, both GE and 
the department plan to continue 
cooperating on the project.

Another recommendation of the 
9/11 Commission was to tighten 

airport worker access to secure areas around aircraft. The 
Transport Worker Identification Credential was supposed to 
handle that, but in the years since 9/11, the Homeland Secu-
rity Dept. has shifted the emphasis from airports to maritime 
workers.

Last year, the TSA placed the first four devices on its rec-
ommended list for airports considering deploying biometric 
employee access equipment. Rick Lazarick of Computer Sci-
ences Corp. and a former TSA scientist says some larger and 
“more technologically aware” airports will likely proceed with 
biometric access controls. Until they’re a TSA regulatory re-
quirement, though, he doubts airports will institute them vol-
untarily. And when deployment does ramp up, Lazarick adds, 
there is still the question of who will pay for it. � c

The American Civil Liberties 
Union calls backscatter  

screening ‘a virtual strip search’
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U.S. Congress, Public Opinion Likely To Shape Airport Security Market
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