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From state police and members of 
Congress to academics and industry 
researchers, concern is growing about 
the vulnerability of today’s motor 
vehicles to cyber hacking and the 
challenges that poses for driverless 
cars rolling down the highway in the 
near future.
 “We’ve been looking at the vul-
nerabilities of ground vehicles,” says 
Dr. Thomas Richardson, a researcher 
at the University of Virginia School 
of Engineering and Applied Science’s 
Systems and Information Engineering 
Department. Cars and light trucks 
manufactured after 2009 have an 
internal computer network of more 
than 50 separate electronic control 
units linking electrical operations 
like windows, door locks, windshield 
wipers and steering through the CAN 
bus, or controller area network. And 
Richardson says that makes those new 
cars “incredibly insecure.”
 Today’s carmakers are adding 
more and more features depending 
on electronic systems like navigation, 
entertainment and safety monitoring 
sensors. But the more connected autos 
are, the more vulnerable to hack-
ing they become. Research funded 
by DARPA in 2013 showed how a 
common laptop connected to two 
different vehicles’ computer systems 
with a cable could send commands to 
different ECUs through the CAN bus 
and take control of the engine, brakes, 
steering and other critical components. 
Automobile manufacturers also col-
lect large amounts of data on vehicle 
performance and driving history from 
navigation and other wired compo-

nents. Critics say this raises privacy 
concerns as well as creating possible 
entryways for hackers and thieves.
 “As vehicles continue to become 
more integrated with wireless technol-
ogy, there are more avenues through 
which a hacker could introduce mali-
cious code, and more avenues through 
which a driver’s basic right to privacy 
could be compromised,” says a report 
on automobile cybersecurity issued last 
year by Sen. Edward Markey’s office. 
The Massachusetts Democrat called 
for “robust vehicle security policies to 
ensure the safety and privacy of our 
nation’s drivers.” 

uuu

When vehicle security researchers 
Chris Valasek and Charlie Miller, 
who did the DARPA hack in 2013, 
demonstrated in July they could 
hack a 2015 Jeep Cherokee’s digital 
components through a wireless con-
nection, disabling the engine, steering 
and brakes while the car was being 
driven down a Missouri highway, that 
really got the attention of Congress 
and industry.  
 The hacking demonstration led 
Jeep-maker Fiat Chrysler to recall 1.4 
million vehicles in the United States 
so it could install software to prevent 
outsiders from taking control. In Con-
gress, Markey and Sen. Richard Blu-
menthal introduced a bill that would 
direct the National Highway Traffic 
Safety Administration and the Federal 
Trade Commission to establish federal 

standards to secure the technology of 
American cars and limit the collection 
of operational data to protect drivers’ 
privacy. Meanwhile, Valasek and Miller 
have been hired by Uber Technologies 
Inc., which wants to build self-driving 
autos, to develop foolproof security 
systems for Uber cars. 
 The Alliance of Automobile 
Manufacturers announced in July it 
was adding a layer of cyber protections 
to its voluntary Information Sharing 
and Analysis Center, or ISAC. The 
Department of Homeland Security has 
been urging the private sector, which 
is considered more vulnerable to cyber 
attack than government networks, 
to create ISACs to help defeat future 
cyber assaults. But corporations in 
several industries have been reluctant 
to make public or share information 
about cyber intrusions, citing competi-
tive reasons. The auto manufacturers’ 
ISAC will serve as a central hub for 
intelligence and analysis to be shared 
with vehicle makers on potential vul-
nerabilities in automobile electronics 
or in-vehicle networks.
 NHTSA also issued a report on 
cybersecurity, noting that while auto 
sensors and computing power enable 
safety technologies like forward-
collision warning, they also make 
today’s connected cars vulnerable to 
hackers. NHTSA said it has expanded 
its research and testing capabilities to 
include automotive cybersecurity and 
automated vehicles.
 Since the Jeep hack, more re-
searchers have reported finding other 
cybersecurity vulnerabilities, includ-

Industry, Military Work to Block Cyber Hacks  
and Attacks on Driverless Cars, Unmanned Systems
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ing dongles. And an anonymous 
hacker made unverified claims on 
social media that he infiltrated the 
cockpit controls of a jet airliner in 
flight using the passenger cabin’s 
entertainment system as an entry 
point. This all comes as developers 
of autonomous cars and commercial 

unmanned aircraft are trying to over-
come the public’s suspicions about 
self-driving cars and drones in their 
neighborhood. Future driverless cars 
communicating with smart highways, 
smart infrastructure and other smart 
cars will make them “targets for bad 
actors,” NHTSA Administrator Dr. 

Mark R. Rosekind told AUVSI’s  
2015 Automated Vehicles Sympo-
sium in Ann Arbor, Michigan. He 
added that industry and regulators 
“must reassure vehicles owners” that 
“we are looking out for threats... .”

uuu

Researchers at UVA this past sum-
mer have shown not only automo-
bile cyber vulnerability but ways to 
counter threats with a combination 
of hardware and software. Working 
with Mission Secure Inc. (MSi), a 
cyber defense solutions provider, and 
Perrone Robotics, they demonstrated 
how easy it is to hack a driverless car’s 
electronic control system. They also 
demonstrated MSi’s Secure Sentinel 
platform, which includes embedded 
hardware in the vehicle and software 
that monitors the car for cyber at-
tacks both from tools placed in the 
vehicle and attacks through the CAN 
bus. MSi was spun off from Defense 

Cyber operations at Joint Base San Antonio-Lackland, Texas. 
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Department-funded research at UVA 
to make unmanned aerial systems 
secure against hacking. In addition to 
stopping attacks, Secure Sentinel col-
lects attack data that can be used for 
a follow-up forensic investigation that 
could prove useful to law enforce-
ment when cars are stolen or involved 
in accidents. And that has caught the 
attention of the Virginia State Police. 
 In September, UVA, MSi, along 
with MITRE Corp. and Kaprica 
Security, another cyber defense 
company, demonstrated the ability to 
attack, detect and block cyber hacks 
on two Virginia State Police cruisers, 
one an unmarked 2012 Chevrolet 
Impala, the other a 2013 Ford Taurus 
with state police markings.
 MSi has a patent pending on 
Secure Sentinel, and it is available to 
the U.S. military, energy and trans-
portation industries. Meanwhile, two 
Israeli companies, Arilou Technolo-
gies and Argus Cyber Security, as well 
as Towersec, an Ann Arbor, Mich-
igan-based company with research 
facilities in Israel, are already market-

ing automotive cybersecurity systems
 MITRE Corp. has also been do-
ing research for the Federal Aviation 
Administration and Defense Depart-
ment on how unmanned aircraft can 
operate safely and routinely in the 
civil air space. 

“There’s a fear out there that [a] 
bad guy will try to take control of 
an unmanned aircraft or a vehicle,” 
says Andrew Lacher, MITRE’s senior 
principal and integration lead for 
UAS. In civil air space, Lacher thinks, 
“The more likely scenario is that the Ph
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University of Virginia are working with the Virginia State Police to identify potential hack-
ing vulnerabilities in modern automobiles and ways to counteract incoming cyber attacks.
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